2:32 am. PagerDuty wakes you up.
DynamoDB is failing.
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..But What Happens When DynamoDB Explodes? g

-
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Link Technical issues to business
impact

Build a trace-ready environment

* Troubleshooting distributed
systems
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What is Serverless?

"SERVERLESS”

'YOU KEEP USING THAT WORD...

! %Iumigo



What is Serverless?

B8 =
o = = =l

getting there!

To get there!

Navigate

Fuel

Ownership

8 %Iumigo



What is Serverless?

Physical Virtual
Servers Machines

Containers Serverless

business logic!

Code

Runtime & Scale

OS

HW Ownership

9 %Iumigo



Serverless Impact

N
o2 &
Nano

Services
Async

Dynamic agile env

10
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Cost Paradigm

Change
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Serverless Challenges

|dentify Understanding Visibility
& Resolve Issues cost

% lumigo
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gda

~ The story of Ushop

pagerduty

*d @ 2:58
You're in the dark = Open Incidents

MINE ALL

Production Error
DynamoDB Error
Dec 5,2018

Service: Prod 42
3 Assigned: John D

A Acknowledge « Resolve M View Trigger




K . Dyranall
I Kinesis. Ana

T _\story of Ushop

Q2: What's the root cause'?

¥

% lumigo



Option 1
Cloudwatch & Friends
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Option 1 Cloudwatch & Friends

CloudWatch CloudWatch > Log Groups > Streams for /aws/lambda/ushop_new-sale-...
Dashboards

Alarms 4 Search Log Group Create tream Delete Log Stream LS - I

- Filter: = Log Stream Name Pg |€ <« LogStreams1-50 »
FEIGIENT 5

Cons:

« Complicated and time
consuming

« No event correlation / tracing
 Hard to understand business
impact

2019/04/28/[$LATEST]73c3995162434ae1849628b0185eecha 2019-04-28 14:44 UTC+3
2019/04/28/[$LATEST]ad470b79c2ff4da39bfc02e1cbe5fadf 2019-04-28 14:43 UTC+3
2019/04/28/[SLATEST]0159b1e2d3f64155bfa5caefSb59cef8 2019-04-28 14:08 UTC+3
2019/04/28/[SLATEST]9289027d7d234f0f91e0bc27a7207322 2019-04-28 14:07 UTC+3




Option 2
Homebrewed Solutions
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Option 2 Homebrewed Solutions

»Use Distributed Tracing frameworks:

. Z| O |<| n ( _I_ J a e g er) Jaeger Ul Search Compare Dependencies

: v CustomerService: GET 38
O O Oe n Tra C | n g Trace Start: December 1, 2018 7:

- O

jon: 12.51ms Services: 4 Depth: 6 Total Spans: 8
6.25ms 9.38ms

nenCensus

FactoryService produce...
v FactoryService GET

| StorageService ... G 0.71ms
v VehicleShopService GET

| StorageService specific...

18 %Iumigo
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Option 2 Homebrewed Solutions

»Use Distributed Tracing frameworks:
o Zipkin (+Jal er) Heeklll 00

Servi

Pros: e Cons:
. * Very high-touch
. » Managed services

_* Some components aren't
included (e.g. API GW)



Option 3
Serverless
Monitoring
Solutions




Option 3 Serverless Monitoring Solutions

+Saa$ platforms Cons:

» Solving variety of challanges » Yet another 3" platform
* More than just tracing

Serverless Challenges

0o

Identify Understanding Visibility
& Resolve Issues cost See the big picture

% lumigo

Common implementation:
 Library
* |IAM role




DEMO TIME !



ﬁ PagerDuty Alerts 7:47 pi
ALERT: aws lambda ushop_sale-confirmations

Failure rate is over 50% in the last minute

More info at the Lumigo platform:
https:/bit.ly/30isZDG

%Iumigo


https://bit.ly/30isZDG

Transaction ID: ¢570de36273ca3404ac4e688

Transactions

MAP SIMILAR TRANSACTIONS EXPAND L 2 LOGS ‘a

Duration: 190458 [ms] 3 Issues  Start Time: 10:23:27 am 2019-06-06 1 Account 1 Region Cost: €0.0007952 Total: 17
4= APl Gateway
POST /demo/n... @' Time ~ Source Message A
10:23:27 am
DeUND013 & ushop_new-sale-processing START Version: SLATEST
10:23:27 am
e NG @ ushop_new-sale-processing INFO — New sale processing. saleld = 628d8a...
@ Lambda 06-JUN-2018
ushop_new-sa...
1639 [ms] 10:23:29 am
- D6 IUN-2019 & ushop_new-sale-processing INFO -- Published successfully to SNS topic: a...
e ~ 10:23:20 am )
rd ™ D6 UN2019 & ushop_new-sale-processing END
S SN 06-. N-2019
f A
) ¥ S ¥
o stripe o s R A A 10:23:29 am
api.stripe.c... ushop_sales-... api.ups.com:443 o 'Jm' . & ushop_new-sale-processing REPORT Duration: 2077.68 ms Billed Duration...
1 [ms] 357 [ms] ST 1 [ms] T
10:24:25 am
e UN201S € ushop_sale-confirmations START Version: SLATEST A
U0, N-2U12
10:24:25 am
e M 06 UN2019 & ushop_sale-confirmations INFO - New sale confirmation. saleld = 628d8... A
@ Lambda A 06-JUN-2019
ushop_sale-c...
152 [ms] 10:24:26 am
. . T & ushop_sale-confirmations ERROR - Failed writing to DDB table: ushop_s... A
P ~_ 06-JUN-2019
S AV
/ 10:24:26 am
/ D6 UN201 & ushop_sale-confirmations {"errorMessage":"One or more parameter valu... A
J \ 06-JUN-2019
@ Twilio @ DynamoDB A\ 10:24:26 am
api.twilio.c... ushop_sales-... 05 IUN2D1S & ushop_sale-confirmations END A
1 [ms] 136 [ms]
10:24:26 am
D6 UN201 @ ushop_sale-confirmations REPORT Duration: 1044.35 ms Billed Duration... /N .
Uo-. =20 o



a0 SQme new challenges

Kingsis

~* Approaches for troubleshooting distributed services

Gatew

« Bakeitin

* Consult Consult Consult

%Iumigo
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THANK YOU !

Questions?

Frez Berkner
Co-Founder & CEQ, Lumigo

erez@lumigo.io
§7 @erezberkner
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